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THE STEELMAN ARGUMENT

The "It Works" Fallacy
Anyone with a prompt and a credit card can spin up an application in an afternoon. That is real, and it

matters. What vibe coding did NOT democratize is the knowledge required to keep what you build

safe, compliant, monitored, and running six months from now.

This is the actual problem.

The industry is celebrating speed. Nobody is talking about what happens on Day 2. The app works. The demo

is impressive. Then someone finds a security flaw. A compliance requirement surfaces. A dependency breaks.

The person who built it has no idea how to diagnose it, fix it, or even explain what the code does. Because they

never wrote it. They described it.

A Stanford study found that developers using AI assistants produce significantly less secure code than those

writing manually, and are more confident in its security. Developers with the least secure code rated their trust

in AI at 4.0 out of 5.0. Those with the most secure code rated it at 1.5. That overconfidence gap is the real

vulnerability.

In February 2026, a vibe-coded app exposed the personal data of 18,000 users because the AI generated

client-side database queries with no server-side access controls. The developer shipped it in a weekend. The

breach took three months to discover.

18,000 35+ 2,000+ 4x
Users exposed by a single

vibe-coded app
New CVEs in March 2026 from

AI code
Critical vulns across 5,600 apps Year 2 maintenance cost

increase

A CodeRabbit analysis of 470 real-world GitHub pull requests found AI-generated code introduces 1.7x more

defects and 2.74x more cross-site scripting vulnerabilities. Apiiro research showed 322% more privilege

escalation paths. Veracode tested 100+ LLMs and found 45% of AI-generated code contains security flaws.

The pattern is consistent: the code works, but it is not safe.

Metric AI-Assisted (2026) Traditional (2026)

Initial Development Speed 1.5x to 2.0x Faster Baseline

Total Cost of Ownership (Year 1) 12% Higher Baseline

Maintenance Costs (Year 2) 4.0x Increase Baseline

Vulnerability Rate (per 1,000 LOC) 25.1% Confirmed 5-8%
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Developer Confidence Level High (Overconfident) Moderate / Critical

THE CORE THESIS

Vibe coding is not the problem. Vibe coding without accountability is the problem. This framework gives

you the compliance checks, security protocols, skills assessments, monitoring requirements, and

governance structures that separate a prototype from a product.
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PART 1

The Pre-Build Compliance Layer
Compliance is architectural, not cosmetic. In the multifamily sector, where data touches housing, finance, and

personal identity, regulatory requirements cannot be bolted on after a system is built.

■ 1.1 Data Classification

Ask Before You Build

■ Does it collect, store, or process personally identifiable information (PII)?

■ Does it handle financial data, health data, or housing data?

■ Are there industry-specific regulations (Fair Housing Act, FCRA, HIPAA, SOX, GDPR)?

■ Will residents, applicants, employees, or minors interact with the system?

■ Is any data crossing international boundaries?

■ Data residency: Does data remain within required geographic boundaries?

■ Access isolation: Is there logical separation between AI processing and the core database?

■ Auditability: Are immutable logs maintained for every data access event?

CRITICAL

If the answer to any of these is yes, vibe coding alone is not sufficient. The compliance requirements are

architectural. They cannot be added after the fact.

■ 1.2 The 2026 Regulatory Landscape

Regulation Effective Date Core Requirement

Texas TRAIGA January 1, 2026 Ban on discriminatory AI; mandatory consumer disclosures

ADA Title II (Digital) April 24, 2026 WCAG 2.1 Level AA for web and mobile apps

Colorado AI Act June 30, 2026 Duty of reasonable care against algorithmic discrimination

EU AI Act (Main) August 2, 2026 Risk-based classification; high-risk transparency

HUD AI Guidance Ongoing (2024+) Fair Housing standards apply to algorithmic decisions

■ 1.3 Liability and the Agency Problem
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Liability Ownership

■ If the AI generates a Fair Housing violation, who is named in the complaint?

■ If data is exposed, who notifies affected individuals?

■ Housing providers remain responsible for third-party tools (vicarious liability)

■ E&O; and cyber liability policies address AI-generated outputs

■ Human reviewer is final authority for high-risk decisions (Human-in-the-Loop)

■ AI-generated communications are discoverable in litigation (Yes. They are.)
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PART 2

Build-Phase Security and the OWASP Agentic
Taxonomy
AI optimizes for "make it work." Security is almost never part of the prompt unless you explicitly require it. By

2026, the security focus has shifted from the language model itself to the agentic system: the tools, memory,

and planners that surround the model.

■ 2.1 OWASP Top 10 for Agentic Applications (2026)

ASI-01

Agent Goal Hijack

An attacker manipulates the agent's decision pathways through indirect instruction injection. A hidden payload in

an email induces the agent to exfiltrate confidential data.

ASI-02

Tool Misuse and Exploitation

Agents with over-privileged access to tools can be tricked into using system commands to exfiltrate data or invoke

malicious tools via typosquatting.

ASI-03

Identity and Privilege Abuse

Agents operate in an attribution gap. A high-privilege agent trusts an unverified request from a low-privilege

source. Every agent must be treated as a principal with a governed identity.

ASI-05

Unexpected Code Execution

A self-repairing agent generates and executes shell commands that delete production data or create backdoors.

Agents must run in sandboxed environments.

ASI-08

Cascading Failures
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A fault in one agent propagates through multi-agent systems. A poisoned analysis agent passes bad data to

downstream execution agents.

ASI-09

Human-Agent Trust Exploitation

Attackers exploit authority bias. A manager approves a fraudulent payment because a trusted AI suggested it after

ingesting a poisoned invoice.

■ 2.2 Core Security Controls

Authentication & Access

■ No hardcoded API keys, secrets, passwords, or tokens in the codebase

■ Sensitive configuration in server-side environment variables only

■ Authentication with OAuth, JWT with proper expiration

■ RBAC defined and enforced; RLS enabled on user data tables

■ MFA enforced for administrative access

Input Validation & Supply Chain

■ All inputs validated server-side (not just client-side)

■ SQL injection protection through parameterized queries

■ XSS prevention through output encoding and CSP headers

■ Rate limiting on all endpoints

■ Dependencies audited; lockfiles committed; automated scanning configured

■ No unnecessary packages (AI often adds unused libraries)

AI-Specific Security

■ Prompt injection defenses for user input reaching an LLM

■ AI outputs validated before being sent to users or stored

■ Model API keys never exposed in client-side code

■ Agent permissions follow least-privilege principle

■ Agents sandboxed with no direct host access

■ Behavioral drift monitoring after model updates
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PART 3

The Skills Gap and Cognitive Debt
Here is what I keep seeing: someone builds an app in a weekend, launches it, and three weeks later something

breaks. They go back to the AI, prompt "fix this," and the fix introduces three new problems. They prompt again.

The codebase degrades. Each cycle adds complexity and removes clarity.

Researchers call this "cognitive debt." When AI writes code on your behalf, you are borrowing speed at the cost

of understanding. If you cannot read, diagnose, or repair the system without the AI's help, you have created a

black box liability.

Skill What It Means

Reading Code You Did Not Write Understand data flows and logic patterns structurally.

Understanding Architecture Own the system view of how components connect.

Database Management Backups, migrations, query optimization, and recovery.

Debugging Without the AI Read error logs. Trace stack traces. Isolate failures.

Security Thinking Anticipate how endpoints and forms could be abused.

Monitoring & Observability Automated alerting for downtime and degradation.

Version Control & Rollback Branching, deployment history, and reversion.

Incident Response Documented process for identification through resolution.

■ Skills Assessment Matrix

Skill 1 (No Capability) 3 (Functional) 5 (Expert)

Code Comprehension "I don't know what this

does."

Can explain data flow. Identifies subtle logic errors.

Architecture "AI built the structure." Understands component links. Can redesign for scale.

Database Admin "I prompted the tables." Manages migrations/backups. Optimizes query performance.

Security "AI said it's secure." Uses OWASP Top 10. Conducts active red teaming.

Observability "I check manually." Automated alerting. Decision-graph tracing.
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Debugging "I re-prompt." Reads error logs. Traces code independently.

SCORING GUIDE

Any skill rated below 3 for a production system is a documented risk. Below 2 is a critical liability. If your

entire team scores below 3 across the board, you need to hire before you ship.
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PART 4

Post-Launch Monitoring and AI Observability
"Uptime" is no longer the primary metric. AI systems fail in ways that appear successful: well-formed but

incorrect outputs, syntactically valid but semantically wrong actions. Your dashboard shows green. The system

is confidently producing garbage.

Traditional Monitoring AI Observability (2026)

Measures: "Is the server up?" Measures: "Is the decision correct?"

Signal: HTTP 500 / 404 Signal: Hallucination rate / Bias drift

Trace: Linear request/response Trace: Execution tree / Reasoning chain

Alert: High CPU usage Alert: Spike in token cost per session

Continuous Monitoring Requirements

■ Automated vulnerability scanning (weekly minimum)

■ Dependency updates within documented SLAs

■ Penetration testing annually or after major changes

■ Model version tracking (which model generated which output, when)

■ Output quality sampling on a regular schedule

■ Bias and fairness testing for AI making decisions about people

■ Cost-per-query tracking to prevent runaway API expenses

■ Hallucination monitoring for user-facing AI content

■ Behavioral drift detection after provider model updates

■ Compliance drift auditing (the system you approved may not be running today)

PART 5

The Repair and Recovery Playbook

$3.62M $5.52M 80 days
Breach cost WITH AI security automation Breach cost WITHOUT automation Lifecycle reduction with automated

response
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Before It Breaks

■ Automated backups configured AND tested monthly

■ Disaster recovery plan documented and rehearsed

■ Rollback procedures for every deployment

■ Staging environment for testing fixes before production

■ Infrastructure-as-Code so environments can be recreated

■ Architecture, dependencies, and configuration documented

THE VIBE CODING REPAIR TRAP

Someone vibe-coded the app. Something breaks. They go back to the AI and say "fix this." The AI

regenerates code. The fix introduces three new problems. They prompt again. The codebase degrades.

Each cycle adds complexity and removes clarity. If your repair strategy is "ask the AI to fix it," you do not

have a repair strategy.
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PART 6

Shadow AI and Vendor Governance
65% of AI tools operate without IT approval. Shadow AI adds an average of $670,000 to breach costs. The

teams winning right now are not banning AI. They are governing it.

■ Vendor Red Flags

RED FLAG

Black Box Architecture

The vendor cannot provide architecture diagrams or documentation. If they cannot explain how it works, you

cannot assess how it fails.

RED FLAG

Single Model Dependence

Over-reliance on one foundation model creates cost volatility and vendor lock-in.

RED FLAG

No MLOps Structure

No formal versioning, monitoring, or lifecycle management. Cannot tell you which model version generated a

specific output on a specific date.

RED FLAG

Unclear IP Ownership

Does not state who retains ownership of custom-trained models or generated code.

Shadow AI Detection

■ API inventory: every external AI endpoint, data transmitted, and purpose documented

■ Endpoint protection: detect and block sensitive uploads to unauthorized AI tools

■ Formalize momentum: if a team uses an unapproved tool effectively, secure and formalize it

■ Approved tools list owned by a named individual

■ Regular shadow AI sweeps for unapproved agentic workflows
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PART 7

Multifamily-Specific Compliance
State AI laws in Illinois, Texas, and Colorado specifically target high-risk decisions in leasing, pricing, and

screening. We are managing the environments where people live and the data that defines their opportunities.

Fair Housing & Algorithmic Steering

■ Test recommendation tools for bias in property suggestions

■ Monitor ad delivery for differential charges or audience exclusions

■ Review AI neighborhood descriptions for steering language

■ Test screening algorithms for disparate impact across protected classes

■ Source-of-income protections enforced (21+ states)

Tenant Screening Transparency

■ Records used in screening are accurate and within stated policy scope

■ Models can justify outcomes to applicants and regulators (explainable AI)

■ Adverse action notices meet all FCRA requirements

■ ESA/reasonable accommodation requests handled by humans, not AI

Digital Accessibility (ADA Title II)

■ Portals are perceivable, operable, understandable, and robust

■ Mobile apps audited for screen reader compatibility

■ No reliance on automated overlay widgets as compliance substitute

■ Color contrast, keyboard navigation, and alt text meet AA standards
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PART 8

Ethical Sustainability

Ethical Guardrails

■ Bias and fairness audits annually or after major system changes

■ Environmental sustainability: limit AI for trivial tasks, track compute costs

■ Inclusiveness: tools tested for diverse populations, not just "avoiding bias"

■ Human-agent trust boundaries documented (when should a human override?)

■ Authority bias protections: high-risk AI recommendations require independent human verification

PART 9

The Accountability Checklist
Use this before you deploy. Use it again every quarter. This is not optional.

SHIP GATE: Pre-Deployment (All Must Be Yes)

■ Data classification documented and mapped to architectural controls

■ All applicable federal, state, and local regulations identified

■ Liability ownership documented and insured

■ Code scanned for hardcoded secrets and OWASP ASI vulnerabilities

■ All packages audited for vulnerabilities and license compliance

■ Decision graphs and token attribution tracking active

■ Incident response plan documented

■ Human-in-the-Loop accountable for high-risk decisions

■ WCAG 2.1 AA verified without overlay widgets

■ Backup and recovery procedures tested

■ At least one person can read and debug the codebase

■ Security review completed by someone other than the builder

■ Privacy policy and terms of service in place

SUSTAIN GATE: Quarterly Review (Ongoing)

■ Skills assessment: Team's ability to debug without AI tested

■ Backup restoration: Successful test restore in the last 30 days

■ Bias sampling: AI outputs reviewed for Fair Housing or regulatory drift

■ Shadow AI sweep: Unapproved agentic workflows identified

■ Cost review: Runaway API or hosting expenses flagged
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■ Access controls reviewed (remove former users, validate permissions)

■ Monitoring alerts validated (are they firing when they should?)

■ Regulatory changes reviewed and system updated

■ Documentation current and accessible

■ Incident log reviewed for patterns
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The Bottom Line
Vibe coding is not the problem. Vibe coding without accountability is the problem.

The speed is real. The capability is real. The risk of building something you cannot explain, secure, monitor, or

repair is also real. And the maintenance costs of ignoring this framework will be four times what you saved by

building fast.

The organizations that thrive recognize AI is an ecosystem, not a shortcut. They build fluency before adoption,

governance before implementation, and resilience before failure.

Real talk: if you launched a system last weekend and cannot answer the questions in this framework, you have

a prototype pretending to be a product. And when it fails, nobody is going to ask the AI to explain what

happened. The responsibility is yours.

That is the gap. This framework closes it.

Your move.
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